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CIPFA Fraud and Corruption Tracker Survey 2017

Report of the Internal Audit Consortium Manager

This report is public

Purpose of the Report
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T To present , idfoonratiombendsdts o QPFAG Braud and

Corruption Tracker (CFaCT) survey that provides a picture of fraudulent
activity in local government.

To detail the controls and procedures that BDC has in place to mitigate the
risk of fraud.

Report Details

Each year the Audit Commission used
t he Pu bl which iBeditosighlight the risks posed by fraud to Local
Authorities and identified best practice in procedures to minimise these risks.

The CIPFA Counter Fraud Centre was launched in July 2014 to fill the gap in
the UK fraud arena following the closure of the National Fraud Authority and
the Audit Commission. The third CFaCT survey was carried out in May 2017
with the aim of providing a national picture of fraud, bribery and corruption in
local government.

The key findings of the 2017 CIPFA Fraud and Corruption Tracker were:-

An estimated 75,000 frauds have been detected or prevented across local
authorities in 2016/17 with a total value of £336.2m

The number of fraud cases investigated or prevented dropped in 2017

But the average value per fraud increased from £3,400 to £4,500
Procurement, adult social care and council tax single person discount are
perceived as the three greatest fraud risk areas

Adult social care fraud has shown the largest growth in the past year, with an
estimated £5.6m investigated compared with £3.0m in 2016

The highest number of investigations related to council tax fraud (76%) with a
value of £25.5m

The highest area of fraud is housing with an estimated total of £263.4m
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38% of organisations who responded have a dedicated counter fraud service.
Cyber crime has a high profile in the media and poses a growing challenge to
a sector becoming more digital in terms of service delivery

This evidences that fraud is still a major financial threat to local authorities.

BDC Fraud Pr evention Measures

BDC takes the risk of fraud very seriously and has a range of measures in
place to reduce the risk of fraud occurring.

There is an established approach of a zero tolerance policy towards fraud
which i s set out i Fraudand BribedyandrCoriupti@ns Ant i
Policy (including Money Laundering Policy) that was last approved by this
Committee in October 2015.

There is an allowance for special investigations in the internal audit plan.

The Internal audit plan covers the whole of the organisation.

The National Fraud Initiative is participated in.

Potential Council Tax Support frauds are investigated by council tax staff
(Benefit fraud is now dealt with by the DWP)

Data matching processes with the DWP and HMRC

Derbyshire Finance for Single Person discount matches for council tax. This
tracks the activity of purchases/credit where people have given their address
for credit and this is matched to claimants of SPD.

The Council has a Confidential Reporting Code (Whistleblowing Policy)

The Council has a fraud risk register

Recruitment procedures ensure that checks are undertaken to prevent the
council employing people working under false identities etc.

Council tax have a rolling program of discount exemption checks

The IT systems are Public Sector Network (PSN) compliant

In September 2016 aselfFrassessment was undertaken aga
Government Counter Fraud and Corruption Strategy 2016 1 190checklist. The
results were reported to this committee.

Conclusions and Reasons fo r Recommendation

To inform Members of the results of the CIPFA Fraud and Corruption Tracker
survey.

To provide Members with details of the fraud prevention measures in place at
BDC.

Consultation and Equality Impact

None.

Alternative Options and Reasons for Rejection

None.
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5 Implications

51 Finance and Risk Implications

5.1.1 Raising the awareness of fraud issues amongst Members and staff helps to
mitigate the risk and potential cost of fraud.

5.2 Legal Implications including Data Protection

5.2.1 None

53 Human Resource s Implications

5.3.1 None

6 Recommendation

6.1 Thattheresul ts of CIPFAGs Fraud and Corruptio

6.2 That the fraud prevention measures that BDC has in place be noted.

7 Decision Information

Is the decision a Key Decision? No
A Key Decision is an executive decision
which has a significant impact on two or
more District wards or which results in
income or expenditure to the Council
above the following thresholds:
BDC: Revenue - £75,000 A
Capital - £150,000 A

NEDDC: Revenue - £100,000 A
Capital - £250,000 A

R Please indicate which threshold applies

Is the decision subject to Call -In? No
(Only Key Decisions are subject to Call-In)

District Wards Affected All
Links to Corporate Plan priorities or All

Policy Framework

8 Document Information

Appendix No | Title

Appendix 1 | CIPFA Fraud and Corruption Tracker Summary 2017

Background Papers (These are unpublished works which have been relied
on to a material extent when preparing the report. They must be listed in
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the section below. If the report is going to Cabinet (NEDDC) or Executive
(BDC) you must provide copies of the background papers)

Report Author

Contact Number

Jenny Williams
Internal Audit Consortium Manager

01246 217547

40




‘ l PFA\ The Chartered Institute of
Public Finance & Accountancy

fraud and
corruption tracker

Summary Report 2017

FRAUD CENTRE



Contents

3

i3

16

16

17

18

19

el

21

22

Eoreword
Introduction
Recommendations

Main Types of Fraud

—Council tax

—Housing

—Disabied parking (Blue Badge)

—Adult social care

Other Types of Fraud

—HRusiness rates

—Insurance

—Drocurernent

—Welfare assistance and no recourse to public funds
—Payroll, expenses, recruitment and pensiohs
—Economic and voluntary sector {(grant fraud)

—Manipulation of data (financial or non-financial} and mandate fraud
Serious and Organised Crime

Whistleblowing

Counter Fraud Resources

Sanctions

Fighting Fraud and Corruption Locally

Acknowledgements

Appendix 1: Estimates and Fraud Types

Appendix 2: Research Methodoiogy



Foreword

Puhblic sector organisations arcund the UK are clearly committed to fighting fraud and corruption. Thraugh the
implermentation of initiatives and collaboration with new pariners, the public sector Understands the importance of
tounter fraud activity and the contributlon it makes to organisatlons' resilience. The succéss of counter fraud activitiesis
Tnore thanabout saving money but covers both the reputational and rmoral risk for an arganisation.

The CIPFA Fraud and Corruption Tracker (CFaCT) survey is part of that stary and provides a picture of fraudulent activity in
lecal gavernment and identifies actions that are being taken to combat it

Supported by organtsatiohs such as the National Audit Office (MAQ), the Nationral Orime Agency (NCA) and the Local
Government Assoclation (LGA), CIPFA draws on the expertise of those within the profession to deliver this anmual sutvey
which enables practitioners to focus on trends and emerging risks.

Understanding emerging risks allows autherities to develop appropriate strategies and deplay adequate resources to
support the fight against fraud and corruption. This.year's survey has shown that adult sacial care fraud has evaolved from
an emerging risk ko ane with which many local authorities ave now actively engaged.

This report, which summarises the findings of the most recent CFaCT, not only raises awareness of fraud prevention,
detection and daterrence acrass local gevernment, but will also enable organisations from across the wider public sector
to benchmark their respansiveness against others facing similar risks.

This report will:

B help arganisations understand where fraud losses could be occurring
B provide a guide to the value of detected and prevented fraud logs

W help senior leaders understand the value of counter fraud activity

B assist operational staff to develop pro-active counter fraud plans.

The survey was supported bu:

© NCA P,

Mational Sudit Office National Crime Agency Assodation




The CIPFA Counter Fraud Centre

The CIPFA Counter Fraud Centre {CCFC), launched in July 2014, was created ta fill the gap in the UK counter fraud arena
following the closure of the National Fraud Authority {NFA) and the Audit Commnission, and the subsequent transfer of
benefit investigations to the Single Fraud Investigation Service {SFIS), run by the Department for Work and Pensions
{DWP). The CCFC leads and co-ordinates the fight against fraud and corruption across public services by praviding a one-
stop-shop for thought leadership, counter fraud tools, resources and training.

CIPFA COUNTER
FRAUD CENTRE

4 CIPFA Fraud and Corruption Tracker Survey Report 2017
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Introduction

CIPFA recognises that each pound lost to fraud represents a loss to the public purse and reduces
the abhility of the public sectar to provide services to people who need them. According to the
Annual Fraud Indicator 2013, which provides the last set of government sanctioned estimates,
fraud costs the public sector at least £20.6bn annually and of this total, £2.1bn is specifically in

local government.

Fraud continues to pose a major financial threat to local
authorities and working with partners such as the LGA
and the Home Office, we are seeing an emerging picture
of resilience and innovation within a sector that is aware
of the difficulties it faces and is finding solutions to

the challenges.

The third CFaCT was carried out in May 2017 and
provides a national picture of fraud, bribery and
corruption in local government Tt also shows how the
sector is dealing with the challenges and helps identify
the actions that the sector needs to take to reduce the
threat posed by fraudulent activity.

The CFaCT draws on the experience of practitioners
and the support and expertise of key stakeholders to
show the changing shape of the fraud landscape. It
received a spread of results from across all regions

and local authorities, enabling us to estimate the total
figures for fraud across English, Welsh and Scottish
local authorities.

Response Rate

1004%

80%

60%

40%

20%

0%

Counties  Londan Mets Unitary Districts ~ Other

CIPFA estimates that across local authorities more

than 75,000 frauds have been detected or prevented in
2016/17 with a total value of £336.2m. The number of
fraud cases investigated or prevented dropped in 2017,
but the average value per fraud increased from £3,400 to
£4,500; the reason for this could be that local authorities
are focusing on cases with a higher financial value.

The CFaCT also revealed the following:

B procurement, adult social care and council tax single
person discount are perceived as the three greatest
fraud risk areas

B adult social care fraud has shown the largest
growth in the past year, with an estimated £5.6m
investigated compared with £3.0m in 2016

B the highest number of investigations related to
council tax fraud (76%) with a value of £25 5m

W the highest value area of fraud is housing with an
estimated total of £263.4m

B 38% of organisations who responded have a
dedicated counter fraud service.
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Estimated value of fraud detected

Business rates
£7m

No recourse to public funds
£6.9m

Council tax frauds
£25.5m

Detected fraud by estimated volume

Business rates

1%

Housing frauds

8%

]

Disabled parking concession

8%

Other types of fraud
£33.4m

Housing frauds
£263.4m

Other types of fraud
7%

Council tax frauds
76%

L ]
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Cyber crime has a high profile in the media and poses
a growing challenge to a sector becoming mare digital
in terms of setvice delivery. The threat calls an the
shared expertise of fraud and IT teams and it is often
unclear whao holds responsibility. Respondents to

the CFaCT 2017 reported that only three fraud teams
{2.3%) were respansible for cyber risk, whereas 106
{(80%) reported that IT or the chief information officer
held responsibility.

When we started the survey in 2014, three gquarters of
respondents told us that cyber risk was not included in
the corporate plan This year we see that over half the
respondents had carried out a cyber risk assessment in
the previous 12 months.

A number of themes and challenges have emerged over
the three Years that CIPFA has carried out this survey,
and these include the following:

B housing has the highest value of all fraud types

B council tax fraud has seen the highest volume
of cases

B local authorities benefit from looking forward,
preparing for and understanding emerging risks in
order to find effective solutions

B barriers to effective data sharing have consistently
been stated as impacting on fraud prevention
and investigation

B insufficient capacity and a lack of effective fraud risk
assessment have proved to be challenges.

In the past three years fraud tearns have operated
within increasingly restricted budgets while the frauds
they look to uncover become more sophisticated. From
the figures and responses in the report, fraud teams

are responding with positivity and a professional
commitment to these challenges. The CFaCT shows that
the sector is focusing on certain fraud areas, combining
skills and resources and developing shared services.

This report highlights:
B the types of fraud as identified in the CFaCT 2017
B how the fraud and corruption landscape is changing

B what monetary value is lost through fraudulent
activity

B how counter fraud activity and prevention improves
the public sector budget

B what threats and risks are emerging

B what is being done to prevent fraud.
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Recommendations
CIPFA recommends that organisations:

B cnsure that cyber security is integral to any new B continue to maximise opportunities to share data
strategy or policy decision, reflecting the National and to explore inngvative use of data within the law
Cyber Security Strategy 2016 to 2021

B communicate clearly both internally and externally
B continue to be vigilant and raise awareness of fraud the role of the fraud team and the importance of the
within adult social care role for both financial and reputational benefit.

B have a strong counter fraud leadership that
understands the importance of involving counter
fraud practitioners when devising policy and strategy

8 CIPFA Fraud and Corruption Tracker Survey Report 2017
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Main Types of Fraud

CIPFA has identified the main types of fraud based on the volume of investigations or the value
of the financial loss. According to the survey results there are four main areas:

1. council tax

2. housing

3. disabled parking (Blue Badge)
4

adult social care.

Council tax

Council tax fraud has always been the largest reported
issue and this is the same in 2017. Council tax is levied
on domestic properties and collected by district and
unitary authorities in England and Wales and levying
autharities in Scotland. As the revenue forms part of the
incorne for local authorities, there is a clear correlation
between council tax fraud and a reduction in the
available budget.

Council tax fraud is split into three areas:

1. council tax single person discount {SPD) —eq where
the council tax payer falsely claims to be an eligible
single occupler

2. council tax reduction (CTR) support —eg where the
council tax payer falsifies household income to
qualify for suppart

3. other types of council tax fraud — eg claims for
exemptions or discounts to which the council tax
payer has no entitlement.

Traditionally an area of high volume/low value, council
tax represents the highest number of fraud cases
reported by local authorities {76%). However, the total
value of the fraud, estimated at £25.5m, only accounts
for 7.6% of the estimated value of all detected fraud.

Estimated council tax fraud

T e e

SPD 50,136 £19.5m
CTR 6,326 £4.8m
Other 674 £1.1m
Total 57,136 £25.59m

When asked about the perceived highest fraud risk areas,
SPD was third behind procurement and adult social care.

Perceived highest risk areas

3

Single person discount

2 1

Procurement Adult social care

CIPFA Fraud and Corruption Tracker Survey Report 2017 9



Housing and tenancy fraud

Housing and tenaney fraud takes a nuwmber of
forms including:

® illegal subletting for profit

W providing false information to gain a tenancy

M wrongful tenancy assignment and succession

m falling to use the property as the principal home

W right ta buy fraud, for example where circumstances
have been misrepresented to qualify for a discount.

Housing is expensive in many parts of the countny, the
Sauth East in particular, and therefore a low number of
cases produces a high value in tenms of fraud. However,
councils record the income lost to housing fraud
according to different values, ranging frorn a notlonal
cost of replacing a property to the average cost for
keeping a family in bed and breakfast accommodation
for a year. The National Fraud Initlative (NFI} has
historically used a figure of £18.000 to reflect the cost
of homeless accommaodation aver one year, hawever,
this year the NF1 has increased that netional figure

to £93,000.

The lack of a standard approach makes valuing housing
fraud difficult and the approaches vary not only between
regions but alsc between councils. To give some idea of
the growth in this area this report has taken the cases
reported aver the last two years and estimated a figure
for all local authorities. Using this methodology, the
estimated total value of housing fraud is £263.4m. The
nurnber of cases of right to buy fraud has fallen since the
2016 survey but the value has risen to £112m.

Right to buy is the scheme that allows tenants wha have
lived in their properties far a qualifying period the right
to purchase the property at a discount. As housing has
hecame increasingly expenslve, aspecially in London,
the value of this tupe of fraud has seen a rapid increase.
The loss is highey in London than in other parts of the
country, with an average value per case of £97,060
against £81,000 for the rest of the UK.

Estimated housing fraud

T I T

Right to buy 1,284 £111.6m
Illegal subletting 1,829 £78.5m
Other* 2,825 £73.3m
Total 5,938 £263.4m

*Other includes tenancy frauds that ave neither right to buy
nor illegal subletting, and may include succession fraud and

1,284

the estimated number of
right to buy cases investigated
or prevented during 2016/17

£263.4m

the estimated total value of housing
fraud investigated during 2016/17

Estimated housing fraud

Addadaa

) ¥ Right to buy
Ad44444 £111.6m
SAAE g
A444 £785m
é:ﬁ:ﬁ/‘\ Other
A441 £733m

10  CIPFA Fraud and Corruption Tracker Survey Report 2017
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Disabled parking (Blue Badge)

The Blue Badge is a Europe-wide permit scheme

that gives parking concessions to peaple with sight
impairments or severe walking difficulties. It is locally
administered and allows permit holders ta park nearer
to their destination. Fraud from the misuse of the Blue
Badge has decreased since we started the survey. In
2015/16 the estimated number of cases was 7,078, and
in 2016/17 this decreased dramatically to 5,751

There is no standard way to calculate the value of this
type of fraud and some authorities, far example in
London, place a higher value on the loss than others and
ihvest th more counter fraud resource.

The cost of parking in London results in a higher value to
case ratio. From the survey responses we estimate a total
of 1,396 cases for London authorities with a total loss
value of £3.0m, whereas the estimate for the rest of the

Blue Badge prosecution

UK is 4,355 cases with a total value less than half that of
London at £1.4m.

In the event that Blue Badge misuse is identified, it s
often prosecuted and the individual is fined (which is
paid to the court). Costs are awarded to the prosecuting
authority but these may not meet the full cost of the
investigation and prosecution. It is possible that because
costs may not be fully redesmed, authorities have

little incentive to focus attention on this fraud type.
Prosecution, where successful, may serve as a warning
and a reflection of public interest.

Estimated Blue Badge fraud

5751 £4.3m

parking spaces.

After an investigation by Warrington Borough Council’s counter fraud team, the council prosecuted a resident
for using a Blue Badge which did not belong to him, and had in fact expired, to park in designated disabled

The court fined the man £69 in respect of four offences, charged him a victim surcharge of £30, £120 in penalty
charge notices and ordered him to pay £100 in court costs.

This case illustrates that any maney retumed to the council would not be sufficient to cover the investigation and
prosecution costs, but taking the case to court would serve to raise awareness and potentially deter others.

Value of Blue Badge fraud
in London v rest of UK

£3m

London

ﬂ f1.4m
rest of the UK
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Adult social care

12 CIPFA Fraud and Corruption Tracker Survey Report 2017
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